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          Instructions:
(i) Read the all questions carefully and answer accordingly. 
(ii) Do not write any matter on the question paper other than roll number.

	Q.No
	Questions
	Marks
	CO
	RBT

	1
	a. List three historical milestones in the development of computer crime investigation.
	4
	CO1
	L1

	
	b. Explain how advancements in technology have influenced the methods used for digital evidence collection and analysis.
	6
	CO1
	L2

	
	c. Design a comprehensive digital evidence collection protocol for a law enforcement agency. Include procedures for evidence preservation, documentation, and chain of custody management. Justify your choices.
	10
	CO1
	L3

	OR

	2
	a. Describe the role of technology in computer crime investigations.
	4
	CO1
	L1

	
	b. Describe the challenges associated with ensuring the admissibility of digital evidence in court. How can these challenges be mitigated?
	6
	CO1
	L2

	
	c. Evaluate the legal implications of using emerging technologies (e.g., blockchain, AI) in the collection and presentation of digital evidence. Discuss potential benefits and risks.
	10
	CO1
	L3



	3
	a. Explain the purpose and function of character codes such as ASCII and Unicode. Give examples of applications where each is commonly used.
	4
	CO2
	L1

	
	b. Discuss the advantages and disadvantages of using hexadecimal notation over binary notation in computer systems.
	6
	CO2
	L2

	
	c. Develop a detailed procedure for extracting and analyzing forensic artifacts from a specific type of optical media (e.g., DVD-R). Include considerations for file format recognition, metadata extraction, and validation of extracted data integrity.
	10
	CO2
	L3


OR
	4
	a. Identify two common word processing file formats and describe their key characteristics.
	4
	CO2
	L1

	
	b. Explain the concept of metadata in the context of file formats. Why is metadata important for digital forensic investigations?
	6
	CO2
	L2

	
	
c. Create a forensic investigation plan for recovering data from a corrupted word processing file (e.g., .docx). Include steps for identifying the file format, analyzing file headers, and recovering damaged content. Justify your approach based on current forensic best practices.
	
10
	
CO2
	
L3



	5
	a. Define computer forensics and explain its primary purpose.
	4
	CO3
	L1

	
	b. Explain how forensic science is applied to computers in the context of investigating cybercrimes.
	6
	CO3
	L2

	
	c. Develop a step-by-step forensic investigation plan for a case involving identity theft. Include procedures for evidence collection, analysis, and report preparation. Justify your choices based on forensic best practices.
	10
	CO3
	L3


OR
	6
	a. What are the basic benefits of applying professional forensic methodologies in computer investigations?
	4
	CO3
	L1

	
	b. Describe the differences between identity theft and identity fraud. How do forensic methods help in addressing each issue?

	6
	CO3
	L2

	
	c. Create a detailed proposal for a new forensic capability to address emerging threats in information warfare. Include considerations for technology, methodology, and potential impact on current forensic practices.
	10
	CO3
	L3



	7
	a. Explain the role of backup in data recovery. Why is it crucial for businesses to have a robust backup strategy?
	4
	CO4
	L1

	
	b. Discuss the relationship between data backup and data recovery solutions. How does a comprehensive backup strategy facilitate quicker recovery from data loss incidents?
	6
	CO4
	L2

	
	c. Develop a data recovery plan for a medium-sized business that includes strategies for both preventive backup and reactive recovery. Consider potential data loss scenarios and outline specific recovery procedures. Justify your choices based on industry best practices.
	10
	CO4
	L3


OR
	8
	a. Describe the concept of hiding and recovering hidden data. Provide an example of how this might be used in forensic investigations.
	4
	CO4
	L1

	
	b. Describe the general procedure for collecting and archiving digital evidence. Include steps for maintaining the chain of custody.
	6
	CO4
	L2

	
	c. Propose a strategy for controlling contamination and maintaining the chain of custody during the collection of volatile digital evidence. Provide detailed procedures and protocols for forensic investigators to follow.
	10
	CO4
	L3



	9
	a. What are the basic steps in the investigative process of a computer crime?
	4
	CO1
	L1

	
	b. Explain the concept of investigative reconstruction and its significance in digital forensics.
	6
	CO1
	L2

	
	c. Critically assess the effectiveness of current international laws and treaties in addressing transnational computer crimes. Propose improvements or additions to enhance global cooperation and enforcement.
	10
	CO1
	L3


OR
	10
	a. What is the significance of file signatures in digital forensics? Provide an example of how file signatures are used to identify file types.

	4
	CO2
	L1

	
	b. Discuss the challenges forensic investigators face when extracting artifacts from SSD devices compared to traditional hard disk drives.
	6
	CO2
	L2

	
	c. Evaluate the legal and ethical considerations related to the extraction and use of metadata in digital forensic investigations. Discuss potential privacy implications and strategies for mitigating risks.
	10
	CO2
	L3
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