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                                     PRESIDENCY UNIVERSITY
                                                                        BENGALURU
	Ph. D Course Work End Term Examinations – JAN-FEB 2025

	Date: 04 – 02- 2025                                                                                                    Time: 09:30 am – 12:30 pm



	School: SOCSE
	Program: Ph. D

	Course Code: CSE5015
	Course Name: Data security and access control

	Semester: 
	Max Marks: 100 
	Weightage: 50%



	CO - Levels
	CO1
	CO2
	CO3
	CO4
	CO5

	Marks
	20
	20
	30
	30
	NA


Instructions:
(i) Read all questions carefully and answer accordingly. 
(ii) Do not write anything on the question paper other than roll number.

Part A
	Answer ALL the Questions. Each question carries 10 marks.                                   6Q x 10M=60Marks

	1
	Discuss the challenges in maintaining the balance between confidentiality, integrity, and availability in a distributed system.
	10 Marks
	L2
	CO1

	2
	What are the benefits and challenges of implementing Security as Code in an organization?
	10 Marks
	L2
	CO2

	3
	Explain the role of encryption in ensuring the security of backup storage and its importance in disaster recovery.
	10 Marks
	L2
	CO3

	4
	What is data erasure? Compare and contrast data erasure with other methods of data destruction, such as shredding and degaussing.
	10 Marks
	L2
	CO4

	5
	What are regular authorization systems? Explain their features and provide an example of their application.
	10 Marks
	L2
	CO1

	6
	[bookmark: _GoBack]Explain the steps involved in setting up a simulated environment using more than two computers to demonstrate secure communication.
	10 Marks
	L2
	CO2


                                                                              
Part B
	Answer the Questions.  Each question carries 20 marks                                             2Q x 20 = 40 Marks

	


7.
	
	A financial institution detects unusual access patterns from an authorized user, indicating a potential insider threat. The current authorization system struggles to differentiate between legitimate and malicious activities due to overlapping access rules. Propose a framework for an authorization system that ensures tractable safety and incorporates dynamic monitoring to detect and mitigate insider threats. Discuss the role of safety analysis in preventing misuse of permissions.
	20 Marks
	L3
	CO3

	

	


8.
	
	A global e-commerce company processes customer data, including personal and financial details. Due to the growing customer base in the European Union, the company must comply with GDPR requirements. The company has no centralized data protection strategy in place and is unaware of how to implement GDPR compliance across its platforms. 
Design a comprehensive strategy for GDPR compliance in the company and explain how the company can maintain transparency and accountability in data processing practices.
	20 Marks
	L3
	CO4
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