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CO - Levels CO1 CO2 CO3 CO4 CO5 

Marks 24 24 26 26  

Instructions: 

(i) Read all questions carefully and answer accordingly.  

(ii) Do not write anything on the question paper other than roll number. 

Part A 

Answer ALL the Questions. Each question carries 2marks.                                                10Q x 2M=20M 

1. List out the types of Security 2 Marks L1 CO1 

2. Differentiate between vulnerability vs threat 2 Marks L1 CO1 

3. Define exploit and risk with example. 2 Marks L1 CO2 

4. List some Common Applications of Linux. 2 Marks L1 CO2 

5. What is DNS Cache Snooping? 2 Marks L1 CO3 

6. Define ICMP 2 Marks L1 CO3 

7. List the methods used for passive information gathering 2 Marks L1 CO3 

8. What is the use of NeoTrace tool? 2 Marks L1 CO4 

9. List the tools used for copying websites locally 2 Marks L1 CO4 

10. Define Port Scanning 2 Marks L1 CO4 

                                                                               

 

Roll No.             



Part B 

                                                                          Answer the Questions.                                 Total Marks 80M 

11. a. Explain the different phases of ethical hacking in detail with 

neat diagram and illustration 

20 Marks L2 CO1 

Or 

12. a. “Rules of Engagement act as a legal and operational boundary 

in penetration testing” Justify with detailed explanation  

20 Marks L3 CO1 

 

13. a. With the growing complexity of IT infrastructures, penetration 
testing has become essential for proactive defense. Explain the 
major types of penetration testing (such as network, web 
application, social engineering, wireless, and physical) and 
provide practical examples of how each type uncovers different 
vulnerabilities. Conclude with your observations on the 
importance of combining these approaches. 

20 Marks L3 CO2 

Or 
14. a. You are a system administrator at Presidency University. The 

cybersecurity lab systems are running different Linux 
distributions (Ubuntu, Kali, Fedora). You are asked to: 

a) Identify which distribution suits best for network security 
training. 

Standardize the file system for lab exercises. 
b) Configure all systems to have a consistent screen resolution 

for VMs. 
c) Document key Linux commands students should know 

before starting penetration testing. 

20 Marks L3 CO2 

 

15. a. Compare and contrast the different tools used for enumerating 
website and webserver of a target organization.   

20 Marks L4 CO3 

Or 
16. a. The attacker floods the target system with an excessive volume 

of User Datagram Protocol packets, exceeding its capacity to 
process and handle legitimate requests. Find the IP address of 
Presidency University by using a tool that enables users to chart 
the layout of computers across the Internet. Trace out the 
packets which has been flooded by using Presidency University 
address. Discuss with proper tool and explain the steps. 

20 Marks L3 CO3 

 

17. a. As a member of the Presidency University IT Security Cell, you 

are authorized to carry out a limited, non-intrusive 

reconnaissance of the classroom subnet 192.168.10.0/24 during 

the approved maintenance window. Your objective is to produce 

an accurate inventory of live hosts and the services they expose 

without disrupting operations. Explain it. 

20 Marks L3 CO4 

Or 
18. a. Discuss in detail about target enumeration and port scanning. 

Include host discovery, scanning strategy, scan types and tool 

choice. 

20 Marks L2 CO4 

 


