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Instructions:

(i) Read all questions carefully and answer accordingly.

(ii) Do not write anything on the question paper other than roll number.

Part- A
Answer ALL the Questions. Each question carries 2marks. 10Q x2M=20M
1  Define Statistical Anomaly detection 2Marks L1  CO1
2 List examples of Intrusion. 2Marks L1  CO1
3  Describe components of IDPS. 2Marks L1  CO2
4  Define NBA 2Marks L1  CO2
5  List features of Azure Firewall Premium. 2Marks L1 CO3
6  Mention features of IDPS tool. 2Marks L1 CO3
7  Describe Blumira tool. 2Marks L1 CO3
8  List features of 1ISO 27039. 2Marks L1 CO4
9  Listdown the steps of Incidence Response 2Marks L1  CO4
10 Mention benefits of 1ISO 27039. 2Marks L1 CO4
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Part-B

Answer the Questions

Total 80 Marks.

11.

Explain the Intrusion-analysis process

10
Marks

L2

co1

RPR is company, this company is a large commercialism
platform is experiencing frequent security incidents where
attackers are bypassing handed-down security defenses by
exploiting weaknesses in the protocols used for communication
between the frontend (user-facing) application and the backend
systems. The platform uses a mix of protocols, such as
HTTP/HTTPS for web traffic, FTP for file transfers, and custom
APIs for order processing. Company wants to deep
understanding of how the protocols and applications should
interact/work. Assume that you're the network administrator,
which Methodology Architecture will be suitable for this
scenario ? explain

10
Marks

L3

Co1

Or

12.

Compare Internal Threat with External Threat

10
Marks

L2

Cco1

You are the security operations manager at a large CCR financial
institution. Your company handles sensitive customer data,
including personal information and financial transactions. but
has faced challenges in identifying insider threats and advanced
persistent threats (APTs). These types of attacks often involve
malicious actors who may initially appear as legitimate users
but then start to exhibit suspicious behavior, traffic and
protocol . which analysis process will suitable ? explain the
analysis process

10
Marks

L3

co1

13.

RPN organization decides to deploy a honeypot system. A
honeypot will be used to attract, trap, and observe malicious
actors by mimicking vulnerable systems, while ensuring that
the rest of the network remains secure. You are tasked with
designing and implementing a honeypot strategy that provides
valuable insight into the attackers' behavior, tools, and tactics,
while also minimizing the risk of the attackers gaining
unauthorized access to critical systems. RPN organization have
three networks one router, one firewall , three switches and it is
connected with three servers, Draw the diagram for the
scenario and explain the honeypot, in this network how the
honeypot will be connected and secure the network .

10
Marks

L3

COo2
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Discuss How does WIPS work and how WIPS Defend Against the
threat

10
Marks

L2

C0o2

or

14.

YAC company has decided to implement an Intrusion Detection
and Prevention System (IDPS) based on the Diamond Model of
Intrusion Analysis. The Diamond Model focuses on identifying
and analyzing the four key elements of an attack. The model’s
goal is to provide insight into the relationships between these
elements to improve threat detection, attribution, and
response. Your task is to design and implement an IDPS using
the Diamond Model that can detect and respond to
sophisticated cyber threats while providing actionable
intelligence for your security team.

10
Marks

L3

C0o2

Discuss the features of Diamond Model

10
Marks

L2

COo2

15.

ABC company software development company, has recently
migrated a large portion of its infrastructure as part of its
cloud-first strategy, the increased exposure of these assets to
the internet and the growing volume of cybersecurity threats,
ABC company . Assume that your administrate is preparing to
configure and optimize the firewall and IDPS features to handle
a wide variety of traffic patterns and effectively identify threats
across different layers (network, application, and even
HTTP/HTTPS). which tool will be suitable for the scenario ?
Explain the tool .

10
Marks

L3

Co3

Compare Meraki MX Advanced Security Edition with Darktrace
Enterprise Immune System

10
Marks

L2

Co3

Or

16.

KKC company , this company a major financial institution, has
recently noticed an uptick in suspicious network activity and
potential phishing attempts targeting its employees and
customers. The security team is struggling to detect, prioritize,
and respond to these incidents in real-time.company wants to
purchase the tool based on startup company. Assume that
you’re the network administrator, which tool will be suitable to
purchase ? explain the tool for the scenario.

10
Marks

L3

Co3

Compare AirMagnet Enterprise with Cisco Secure IPS

10
Marks

L2

COo3
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17.

Assume that You are working in YCC company, as a Digital
Forensics Investigator for a large e-commerce company that has
recently experienced a data breach. The breach was detected
after customers reported suspicious activity involving
unauthorized transactions on their accounts.The company is
concerned about the potential theft of sensitive customer data,
including personal information and payment details. Your
primary task is to collect, preserve, and analyze digital evidence
from various sources, such as workstations, servers, cloud
storage, and network devices. Explain the digital evidence for
the scenario

10
Marks

L3

C04

Explain the Intrusion Investigation and Legal Consideration for
the analyzing computer evidence .

10
Marks

L2

Co4

Or

18.

Assume that your working in KKR company , as a Cybersecurity
Forensics Analyst at a large healthcare organization that stores
and processes sensitive patient data. Recently, the organization
discovered signs of a potential data breach that may have
involved unauthorized access to patient health records. To
conduct a thorough forensic investigation, your team has
decided to rely on log files from various systems across the
network, including web servers, database servers, firewalls, and
endpoint security tools. Explain the log files as forensic
evidence for the scenario

10
Marks

L3

COo4

Explain the Post Intrusion Computer Forensic

10
Marks

L2

Co4
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