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Instructions: 

(i) Read all questions carefully and answer accordingly.  

(ii) Do not write anything on the question paper other than roll number. 

Part A 

Answer ALL the Questions. Each question carries 2marks.                                                10Q x 2M=20M 

1. Define OSSIM 2 Marks L1 CO3 

2. What is PCI-DSS and why is it important? 2 Marks L1 CO1 

3. What is the role of log management in SIEM? 2 Marks L2 CO2 

4. What is a security correlation rule in MARS? 2 Marks L1 CO3 

5. Mention two benefits of having a SIEM system. 2 Marks L2 CO1 

6. Define business intelligence in SIEM context. 2 Marks L1 CO2 

7. Define alert prioritization. 2 Marks L1 CO3 

8. Define risk management in IT security. 2 Marks L1 CO1 

9. What is the purpose of event prioritization? 2 Marks L2 CO2 

10. What is the function of a Security Operations Center (SOC)? 2 Marks L2 CO1 
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Part B 

                                                                          Answer the Questions.                                 Total Marks 80M 

11. a. Discuss different categories of malicious contents in IT. 10 Marks L3 CO1 

 b. Explain event correlation and its importance in SIEM. 6 marks L3 CO1 

Or 
12. a. Discuss the evolution of SIEM and its role in enterprise 

networks. 
10 Marks L3 CO1 

 b. Illustrate with an example how threat models are applied. 6 marks L3 CO1 

 

13. a. Explain AlienVault OSSIM architecture in detail. 10 Marks L3 CO3 

 b. Explain alarm handling and investigation process in OSSIM. 6 marks L3 CO3 

Or 
14. a. Discuss basic vs. sophisticated attacks in SIEM analysis. 10 Marks L3 CO3 

 b. Describe the deployment phases of a SIEM tool. 6 marks L3 CO3 

 

15. a. Discuss the importance of threat intelligence in modern IT 

systems with its types. 

10 Marks L3 CO1 

Or 

16. a. Discuss internal and external threats affecting organizations. 10 Marks L3 CO1 

 

17. a. Discuss how BI enhances organizational threat visibility and 

how it is useful in SIEM. 

10 Marks L3 CO2 

Or 

18. a. Describe the rule engine and correlation engine functions and 

various types of rules. 

10 Marks L3 CO2 

 

19. a. Explain the use of dashboards and reporting in OSSIM. 10 Marks L3 CO2 

 b. Explain the steps involved in incident response using SIEM. 8 Marks L3 CO2 

Or 

20. a. Explain key metrics to evaluate SIEM performance. 10 Marks L3 CO2 

 b. Describe how SIEM assists in compliance and auditing. 8 Marks L3 CO2 

 

21. a. Explain incident management lifecycle in OSSIM and MARS. 10 Marks L3 CO3 

Or 

22. a. Compare OSSIM and Cisco MARS in functionality. 10 Marks L3 CO3 

 

 

 


