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Instructions:

(i) Read all questions carefully and answer accordingly.

(ii) Do not write anything on the question paper other than roll number.

Part A

Answer ALL the Questions. Each question carries 2marks.

10Q x 2M=20M

1  Define the term cyber law. 2 Marks L1 COo1
2 Whatis meant by cybercrime? 2 Marks L1 COo1
3  Mention two key objectives of the Information Technology Act, 2 Marks L1 COo1
2000.
4  Define digital signature under the IT Act. 2 Marks L1 COo1
5  Whatis electronic governance? 2 Marks L1 COo1
6  Who is an intermediary under the IT Act? 2 Marks L2 CO2
7  What are the functions of a Certifying Authority? 2 Marks L2 CO2
8  State any two penalties provided under the IT Act, 2000. 2 Marks L2 CO2
9  What s cyber-squatting? 2 Marks L2 CO2
10 Mention one international convention relevant to cyber law. 2 Marks L2 CO2
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Part B

Answer the Questions Total 80 Marks
11. . : . . : 10
Discuss the evolution of cyber law in India and its relevance L1 co1
to the digital economy. Marks
or
12. Critically analyze how the Information Technology Act, 2000 10
upholds constitutional rights such as the right to privacy and L1 co1
freedom of speech. Marks
13. Explain the salient features and objectives of the IT Act, 10
2000. L2 CO2
Marks
or
14. Describe the duties of subscribers and certifying authorities 10
under the IT Act, 2000. L2 Coz
Marks
15. Analyze the role of the judiciary in shaping cyber 10
jurisprudence in India with suitable case references. L3 co3
Marks
Or
16. Examine the impact of data protection laws on e-governance 10
and digital transactions. L3 co3
Marks
17. Apply the principles of e-contracts to a situation where one 15
party denies the validity of a digital signature. L3 co3
Marks
Or
18. Evaluate the liability of intermediaries for offensive content 15
posted on their platforms with reference to Shreya Singhal v. L3 Co3
Union of India (2015). Marks
19. A company’s employee steals confidential client data and 15
sells it online. L4 Co4
Marks
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Draft a legal response and identify remedies available under
the IT Act.

Or
20. A cryptocurrency exchange platform faces allegations of
fraud. 15
L4 Cco4
Design a regulatory and compliance framework addressing =~ Marks
this issue under Indian law.
21. A popular e-commerce site experiences a data breach
exposing user financial data. 20
L5 CO5
Discuss the statutory obligations and liabilities under the IT  Marks
Act and Data Protection framework.
Or
22. A social media influencer posts defamatory content on a
competitor’s page. 20
L5 CO5
Apply cyber law principles to assess civil and criminal  Marks

liabilities.

*++5% BEST WISHES *****
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