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Instructions:

(i) Read all questions carefully and answer accordingly.
(ii) Do not write anything on the question paper other than roll number.

Part A
Answer ALL the Questions. Each question carries 2marks. 10Q x 2M=20M

1.  Define Information Technology and explain its basic components. 2Marks L1  CO1

2.  What do you understand by cyberspace? How is it different from the 2Marks L1  CO2
physical world?

3.  Acustomer purchases software online but later finds a clause in the shrink- = 2Marks L1  CO3
wrap agreement limiting the seller’s liability. Discuss whether such a clause
is legally enforceable under Indian contract law.

4.  AnIndian e-commerce company uses digital signatures for all its contracts. = 2Marks . L1  CO3
Explain the legal validity of these digital signatures under the IT Act, 2000.

5. A hacker gains unauthorized access to a government server but does not 2Marks L1  CO2
alter any data. Discuss whether this act constitutes a cybercrime under the
IT Act, 2000.

6. A person creates a fake social media profile of another individual and posts = 2Marks L1 @ CO2
offensive content. Identify the relevant legal provisions applicable under
Indian law.

7.  Astudent downloads pirated software from an online platform and shares it 2Marks L1 = CO2
publicly. Explain the legal implications of this act.

8. A website collects users’ personal data without consent and sells it to 2Marks L1 CO3
advertisers. What privacy violations and legal consequences may arise?




9. Differentiate between a Digital Signature and an Electronic Signature. 2Marks L1 CO4
10. Briefly explain the duties of subscribers under the IT Act, 2000. 2Marks L1  CO5
Part B
Answer the Questions. Total Marks 80M
11. a. | Discuss the interface between technology and law. How has the 5+5 L2 | CO1
evolution of the Internet posed challenges for traditional legal Marks
frameworks?
Or
12. a. | Explain in detail the concept of jurisdiction in cyberspace. How 5+5 L2 | CO2
does it differ from traditional jurisdiction? Marks
13. a. | A company’s internal data stored electronically is produced as 10 L2 | CO3
evidence in court. Discuss the legal recognition and admissibility of | Marks
such electronic records under the IT Act, 2000 .
Or
14. a. | A business challenges a decision made by an Adjudicating Officer 10 L2 | CO3
under the IT Act, 2000. Explain how the Cyber Appellate Tribunal | Marks
would handle such a case, focusing on its composition, jurisdiction,
and appellate powers.
15. a. | Asocial media platform fails to remove defamatory content even 10 L2 | CO4
after being notified by the affected person. Analyse the liability of | Marks
the Internet Service Provider (ISP) under the IT Act, 2000, citing
relevant case laws.
Or
16. a. | A complaint is filed for unauthorized access to a company’s 10 L2 | CO4
computer system. Examine how the Controller of Certifying | Marks
Authorities, Adjudicating Officer, and Appellate Authority would
function within the regulatory framework of the IT Act, 2000.
17. a. | Evaluate the legal issues involved in e-banking, with reference to 15 L3 | CO5
cases of cyber fraud or data breaches in financial transactions. Marks
Or
18. a. | Acustomer loses a significant amount of money due to unauthorized 15 L3 | CO5
online banking transactions after a phishing attack. Examine the | Marks
legal issues arising from this incident in the context of e-banking,
highlighting the liability of banks and the remedies available under
Indian law.
19. a. | Evaluate how email bombing, virus dissemination, and data breaches 15 L3 | CO4
are addressed under the IT Act, 2000. Illustrate with relevant case | Marks
examples
Or
20. a. | A woman faces cyberstalking and online image-based abuse on 15 L3 | CO4
social media platforms. Discuss the recent legal developments and | Marks
protective measures available to her under Indian law




21. In a case where a defamatory blog post hosted ona U.S. server harms 20 L4 | CO2
the reputation of an Indian politician, discuss how Indian courts | Marks
interpret their jurisdiction under the IT Act, 2000, referring to
judicial trends and challenges.
Or
22. Consider how the European Union and the United States approach 20 L4 | CO2
cyber jurisdiction in transnational data breach cases. Assess which | Marks

principles or models could be effectively integrated into India’s
legal system to handle similar cross-border cyber disputes.




