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Part A
Answer ALL the Questions. Each question carries 2marks. 5Qx2M=10M

1  Define a consensus mechanism in blockchain technology. 2Marks L1 co1

2  How s trust and security ensured in a distributed network in the 2Marks L1 Cco1
context of blockchain technology?

3  Mention any two financial services use cases of blockchain. 2Marks L2 co1

4  State the role of adversary modeling in the design of secure [oT 2Marks L2 COo2
architectures.

5  Compare block ciphers and stream ciphers in the context of resource- 2Marks L2 COo2
constrained IoT devices.




Part B

Answer the Questions. Total Marks 40M
6. Explain the components of a blockchain system 10 Marks | L2 | CO1
Or
7. Discuss the role of trust in blockchain and how blockchain 10 Marks | L2 | CO1
eliminates the need for intermediaries.
8. Explain the concept of distributed storage and its advantages 10 Marks | L2 | CO1
over centralized storage.
Or
9. Discuss blockchain in practice with real-world application 10 Marks | L2 | CO1
examples.
10. Explain the fundamentals of [oT security and justify the need 10 Marks | L2 | CO2
for security in large-scale IoT deployment.
Or
11. Describe the role of message integrity in [oT communication. 10 Marks | L2 | CO2
Explain how integrity attacks can be detected and prevented.
12. Explain M2M security in [oT environments. Discuss the 10 Marks | L2 | CO2
challenges and solutions for secure M2M communication.
Or
13. Compare IoT devices, embedded devices, and traditional 10 Marks | L4 | CO2

computers in terms of architecture, functionality, and security.




