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PART A: Answer Following Questions. 10 M
Q.N. Questions M co BT
1 What are Threats and attacks? 2 Co1l BT1
2 Define DOS and DDOS ? 2 CO2 BT2
3 Explain Need for Information Security Measures? 2 C02 BT2
4 What is data loss prevention ? 2 CO2 BT2
5 Thousands of compromised computers simultaneously send requests to an 7 o2 BT4
online shopping website. Identify the attack and mention its effect.
PART B : Answer Any 1 Following Questions. 10 M
Q.N. Questions M co BT
6 Explain the types of Security Threats?explain the goals of infromation security 10 Co1l BT2
An employee receives an email that appears to come from the university's IT
department asking the employee to “verify” their account through a link. The
7 employee enters their username and password on the linked webpage. Later, 10 co1 BT3
the attacker uses these credentials to access confidential university data.
Apply your knowledge of information-security concepts to identify the attack
vector, attack type, security violation, and appropriate preventive controls.
PART C: Answer Any 1 Following Questions. 10 M
Q.N. Questions M co BT
8 Explain Data base Encryption ? with example 10 CO2 BT2
9 What is Network segmentation? Explain Without Segmentation and without 10 CO?2 BT1
segmentation ? Why is Network Segmentation Important?
PART D: Answer Any 1 Following Questions. 10 M
Q.N. Questions M co BT
10 Explain the types of security threats and attacks in detail ? 10 CO2 BT2
A company has the following systems: Public website Employee computers
Customer database Internet users The security team wants to ensure that a
compromise of the public website does not provide direct access to the
11 ) . 10 CO2 BT3
customer database. Apply the concept of security zones to design an
appropriate arrangement for these systems. Explain the security controls that
should exist between the zones.
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PART E: Answer Any 1 Following Questions. 10 M

Q.N. Questions M co BT
12 Explain CIA Traid in detail with example ? 10 Co1l BT1
13 Explain the Impact of Data Breaches? 10 C02 BT1
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