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PART A: Answer Following Questions. 10 M

Q.N. Questions M co BT
1 List the five ingredients of a symmetric encryption model. 2 COo1 BT1
2 Mention any two characteristics of cryptography. 2 Co1 BT1
3 Who is a cryptanalyst? 2 Co1l BT1
4 What is a stream cipher? 2 CO2 BT1
5 What are diffusion and confusion? 2 CO2 BT1
PART B : Answer Any 1 Following Questions. 10 M
Q.N. Questions M co BT
6 | proceduree iusrate with an example, o o eePpEn lo | Co1 | BT2
7 Explain th_e Hill cipher encryption and decryption process with the support of 10 co1 BT2
the following example. Example: Key= HILL Plaintext=exam
PART C: Answer Any 1 Following Questions. 10 M
Q.N. Questions M co BT
8 Explain the PIayf{air cipher algorithm with its kgy matrix and encryption rules. 10 co1 BT2
Encrypt the follwing message "Balloon" by using the keyword "MONARCHY.
9 Explain the Vigenere cipher and discuss its security characteristics. 10 Co1 BT2
PART D: Answer Any 1 Following Questions. 10 M
Q.N. Questions M co BT
10 Elxepr:r?eirrlmtt:e Feistel cipher structure with a neat diagram. Discuss its design 10 co2 BT?
11 Explain the AES structure and encryption process with a neat diagram. 10 C02 BT2
PART E: Answer Any 1 Following Questions. 10 M
Q.N. Questions M co BT
12 Explain the Chingse Remainder Theorem (CRT) and find X for the given set of 10 CO?2 BT
congruent equations using CRT X = 2 (mod 3) X = 3 (mod 5) X = 2 (mod 7).
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13

Explain the Extended Euclidean Algorithm and its application in finding
multiplicative inverses.

10

Co2

BT2
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