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PART A: Answer Following Questions. 10 M

Q.N. Questions M co BT
1 Explain the role of classification in threat intelligence. 2 COo1 BT2
2 Justify why phishing detection can be formed as a regression task. 2 COo1 BT2
3 Determine real world relevance of XGBoost model in cyber security. 2 Ccol1l BT2
4 How to solve the botnet expansion rate prediction problem? 2 CO2 BT3

5 Determine how ML algorithms can be used to predict Data Exfilitration

Volumes. 2 C02 BT3

PART B : Answer Any 1 Following Questions. 10 M

Q.N. Questions M co BT

A. Sketch the workflow of Anomaly Detection using unsupervised
6 Learning. [4 Marks] 10 CO2 BT4
B. lllustrate the K-Means Clustering Algorithm and List the limitations.

A. Emphasise on the role of Unsupervised Learning in Allert Triage. [5
Marks]

B. Determine the importance of ML Models in Domain Generation
Algorithms. [5 Marks]

10 CO2 BT4

PART C: Answer Any 1 Following Questions. 10 M

Q.N. Questions M co BT

A. Give an overview of the advantages of ML Methods in Vulnarability

8 Management over CVSS based traditional methods. [5 Marks]

B. Determine the advantages of Supervised Learning in Attack Prevention
and Autonomous Defence. [5 Marks]

10 CO1 BT4

A. Evaluate the process by which Google performs its Phishing and Spam
Detection Tasks using ML. [6 Marks]

9 B. Evaluate the role of Classification in real world Behaviour Analysis by 10 co1 BT4
Next Generation Antiviruses. [4 Marks]
PART D: Answer Any 1 Following Questions. 10 M
Q.N. Questions M co BT
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10

A. |dentify the limitations of Atomic Static Analysis and elaborate the
effectiveness of Context-Based Detection using ML Models. [5 Marks]
B. Determine the necessity of Hybrid Detection Mechanism in Threat
Perception and User Behaviour Analytics. [5 Marks]

10

Cco1

BT2

11

A. Provide a complete Mapping of the Cyber Kill Chain Methodology
Steps with the corresponding and relevant Machine Learning Methods,
and list one widely used Algorithm for the same. [3+2 Marks]

B. Briefly describe a Machine Learning Life Cycleb with a neat
diagram. [3+2 Marks]

10

Co1l

BT2

PART E: Answer Any 1 Following Questions. 10 M

Q.N.

Questions

co

BT

12

A. Explain the different ML methods can be used to perform Signature
Based Detection in the context of Hashing and Byte-Sequence
Signatures. [5 Marks]

B. Explain how Behaviour Based Detection can be framed as an Anomaly

Detection task and effectiveness of UNsupervised Learning for the same.

[3+2 Marks]

10

Co2

BT2

13

A. Justify how Malware Type Detection can be viewed as both

a Supervised or Unsupervised ML Task[5 Marks].

B. Discuss the Data Imballance problem in ML tasks for Cyber Security and
Define the Processes that can be used to solve this problem.

10

Co2

BT2
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