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Roll No:

Mid Term Examinations - October 2026
Date: 05/10/2026 Time: 11:45 AM - 01:15 PM
Course Code: CDV3416 Course Name: DevSecOps in Financial Services

Semester: Seventh Semester Max. Marks: 50 Weightage: 50%

CO - Levels CO1 CO2

Marks 46 44

PART A: Answer Following Questions. 10 M

Q.N. Questions M CO BT

1
A Secure SDLC is a software development lifecycle in which security activities
are included in requirements, design, coding, testing, deployment, and
maintenance.

2 CO1 BT2

2
Access control ensures that only authorized users or systems can access
applications, data, infrastructure, or functions according to defined
permissions.

2 CO1 BT2

3 GDPR mainly protects the personal data and privacy rights of individuals. 2 CO1 BT2

4 DAST, or Dynamic Application Security Testing, tests a running application to
find vulnerabilities visible during runtime. 2 CO2 BT4

5 Hardcoded secrets can be exposed through source code, repositories, builds,
or logs. This may allow unauthorized access to systems and data. 2 CO2 BT4

PART B : Answer Any 1 Following Questions. 10 M

Q.N. Questions M CO BT

6 10 CO1 BT2

7 10 CO1 BT2

PART C: Answer Any 1 Following Questions. 10 M

Q.N. Questions M CO BT
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8 10 CO1 BT2

9 10 CO1 BT2

PART D: Answer Any 1 Following Questions. 10 M

Q.N. Questions M CO BT

10 NA 10 CO2 BT4

11 10 CO2 BT4

PART E: Answer Any 1 Following Questions. 10 M

Q.N. Questions M CO BT

12 NA 10 CO2 BT4

13 10 CO2 BT4ANSW
ER K
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