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Semester: Semester VI - B.Tech CSE - 2021 Date: June 14, 2024
Course Code: CSE2039 Time: 1.00 PM - 4.00 PM
Course Name: Ethical Hacking Max Marks: 100
Program: B.Tech. Computer Science and Engineering Weightage: 50%

Instructions:

() Read all questions carefully and answer accordingly.
(i) Scientific and non-programmable calculator is permitted.

ANSWER ANY FIVE FULL QUESTIONS (5X20=100M)

A). What do you mean by Cyber threat? What are the major differences between threat and attack?
(CO1) (4 Marks) [Knowledge]
B). Differentiate between vulnerability assessment and penetration testing. Explain with a real-time
networking scenario. (CO1) (6 Marks) [Comprehension]
C). Assume you are performing penetration testing on a Wi-Fi Router. What are the major types
involved in it? Explain different scenarios involved in this process
(CO1) (10 Marks) [Application]

OR

A). Define Encryption and Decryption (CO1) (4 Marks) [Knowledge]
B). Name the Windows commands used to perform the following task
(1) Find the round trip time, (2). List all devices connected to your network (3). DNS details

(CO1) (6 Marks) [Comprehension]
C). The open systems interconnection (OSI) model is a conceptual model created by the
International Organization for Standardization that enables diverse communication systems to
communicate using standard protocols. Explain the roles and responsibilities of each layer in detalil

(CO1) (10 Marks) [Application]

A). Abbreviate NIST and OSSTMM. (CO2) (4 Marks) [Knowledge]
B). Which Linux commands are used to perform the following task
(1). Remote login (2). See the help file in Linux (3). Change the file mode

(CO2) (6 Marks) [Comprehension]



C). The entire penetration test can be classified into 3 major types depending on what the
organization wants to test and how it wants the security paradigm to be tested. By taking a suitable
example, explain these three types.

(CO2) (10 Marks) [Application]

OR

A). Mention any four Linux operating system with its major usage in Ethical Hacking.
(CO2) (4 Marks) [Knowledge]
B). Write a short note on Port and Socket. How does it used in establishing a connection to any
host in a network?
(CO2) (6 Marks) [Comprehension]

C). Backtrack is most widely used penetration testing tool in Linux platform. Briefly summarize the
usage of Backtrack to test any vulnerabilities. Mention few advantages of using backtrack. Also
justify why it is called as backtracking.

(CO2) (10 Marks) [Application]

A). With respect to DES algorithm, what is the input block size, key size, various operations
involved and number of rounds used for encryption and decryption.
(CO3) (4 Marks) [Knowledge]
B). Define encryption and decryption. Differentiate between symmetric and asymmetric key
cryptography.
(CO3) (6 Marks) [Comprehension]

C). Data Encryption Standard is well known symmetric key cryptographic algorithm developed by
IBM. It uses block cipher mechanism for encryption and decryption. Explain the process of 32 bits
to 48 bits expansion which happens in each round of DES operation.

(CO3) (10 Marks) [Application]

OR

A). Write a short note on information gathering techniques used in ethical hacking
(CO3) (4 Marks) [Knowledge]
B). Explain different sources of information gathering with the type of information you can fetch that
can be used for ethical hacking. Illustrate with an example each.
(CO3) (6 Marks) [Comprehension]



C). Nowadays, Linux is the fastest-growing OS. It is used from phones to supercomputers by
almost all major hardware devices. Explain the structure of Linux operating system and also brief
about the Linux directory structure with appropriate diagram.

(CO3) (10 Marks) [Application]

A). Write a short note on DHCP (CO4) (4 Marks) [Knowledge]
B). Compare and contrast active and passive information gathering used in ethical hacking by
taking a suitable example.

(CO4) (6 Marks) [Comprehension]

C). Cyclic Redundancy Check is a popular error detection algorithm that works on binary division
and XOR. Assume that the sender has sent a message binary pattern 101011 to the destination.
Demonstrate how the CRC algorithm can be used to test whether the message has reached the
destination without any error using proper calculations. Consider the divisor as 1100.

(CO4) (10 Marks) [Application]

OR

A). What is the role of SNMP? Explain in brief. (CO4) (4 Marks) [Knowledge]
B). Flag fields are used in the IP header for the smooth flow of packets from source to destination.
How many flag fields are there in IP header? Explain in brief.

(CO4) (6 Marks) [Comprehension]

C). The information-gathering process is the most important phase of Ethical Hacking. What are the
methods used for gathering information? Explain with an example each. Classify these examples
as active or passive information gathering.

(CO4) (10 Marks) [Application]

A). Briefly explain the Denial of Service attack. Which Ethical Hacking software can be used to
perform this attack? (CO3) (4 Marks) [Knowledge]
B). What do you mean by Connection-oriented and connectionless protocol? Give an example for
each. Mention any two differences between these two.

(CO3) (6 Marks) [Comprehension]

C). Analyze the following output. In SI. No 3153, it is the error packet. mention any two reasons for
error packets. How do you test all the outgoing packets from the same source? Mention the proper
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filter. For the same destination how do you test all incoming packets? Also write the appropriate
filter for source and destination port.
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(CO3) (10 Marks) [Application]

OR

A). What do you mean by DNS? Briefly explain the role of DNS. Which command will give you the
DNS IP address in both windows and Linux operating system? (CO4) (4 Marks) [Knowledge]

B). Define an IP address. Mention the different classes of IP address with network ID and host ID.
How many number of networks can be connected in each class? And how many hosts can be
connected on each subnet?

(CO4) (6 Marks) [Comprehension]

C). URL scanners work by scanning the URL for various indicators of potential security issues,
such as malicious code, phishing attempts, malware, or suspicious behavior. What type of error
reports you will get in OWSAP scanning tool? Using the below diagram explain any 3 varieties of
results for URL scanning.
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(CO4) (10 Marks) [Application]






